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Internet Acceptable Usage Policy
Educationalists believe in the benefits of curriculum-based internet use. The purpose of the Internet Acceptable Usage Policy is to ensure that pupils will benefit from learning opportunities offered by the school’s internet resources, and will be protected from harmful and illegal use of the Internet.

St. Joseph’s NS will employ a number of strategies to maximise learning opportunities and reduce risks associated with the Internet.

These strategies are as follows:

1. Acceptable Usage Policy  (AUP)

2. Education

3. Filtering/Monitoring 

Sanctions
If a pupil deliberately misuses the internet or email, this will result in disciplinary action, including the withdrawal of access privileges. Parents/guardians will receive written notification of misuse by a pupil.

Internet
1. Internet will be used for educational purposes only
2. Internet sessions will always be supervised by a teacher
3. Pupils will seek permission before entering any Internet site, unless previously approved by a teacher
4. Filtering software will be used to minimise the risk of exposure to inappropriate material
5. The school will regularly monitor pupils’ internet usage
6. Pupils will receive training in the area of internet safety
7. Pupils will be taught to evaluate the content of internet sites
8. Teachers will be made aware of internet safety issues
9. Uploading and downloading of non-approved material is banned

10. Virus protection software will be used and updated on a regular basis
11. The use of personal floppy disks, external storage devices or CD-ROMS in school requires a teacher’s permission
12. Pupils will observe good “netiquette” (etiquette on the internet) at all times and will not undertake any action that may bring a school into disrepute
13. ‘YouTube’ (and similar sites) can be accessed only under the supervision and direction of the teacher.
Email
If pupils are allowed to use email, the following rules will apply:

1. Email will be used for educational purposes only
2. Students will only use approved class email accounts under supervision by or permission from a teacher
3. Pupils will not send or receive any material that is illegal, obscene, defamatory or that is intended to annoy or intimidate another person
4. Pupils will not send text messages to or from school email
5. Pupils will not reveal their own or other people’s personal details e.g. addresses, telephone numbers, or pictures via school email
6. Pupils will never arrange to meet someone via school email

7. Sending or receiving email attachments is subject to teacher permission.

Internet Chat
Students are not permitted to use internet chat rooms.

School Website
Mary Dalton (Principal) will manage the publication of material on the school website.

1. Personal pupil information, home addresses and contact details will not be published on the school website
2. Class lists will not be published
3. Pupils’ full names will not be published beside their photograph
4. Digital photographs, video clips and audio clips will focus on groups and group activities rather than on individual pupils
5. Pupils will be given an opportunity to publish projects, artwork or school work on the school website
6. Teachers will select work to be published and decide on the appropriateness of such
7. Permission to publish a student’s work will be sought from pupils/ parents/ guardians. This permission may be withdrawn at any time. 

8. Pupils will continue to own the copyright on any work published.

Education 

St. Joseph’s will undertake to educate children on the safe, responsible use of the Internet. 

21st century life presents dangers including violence, racism and exploitation from which children and young people need to be protected. At the same time they need to learn to recognise and avoid these risks – to become internet wise. 

Resources that may be used to implement this programme include
· NCTE Internet Safety Awareness Video

· Use of the ‘Kids’ section on the www.webwise.ie website
· Workshops e.g ‘Bully for You’ etc.
Filtering 

‘Filtering’ is a term used to describe a way of limiting the content of web pages, emails, chat rooms and other electronic data to which users may be exposed. No filter is 100% accurate. The most effective filtering tool is adult vigilance. 

Many browsers have their own built in filtering tool e.g. Google. Google’s search engine has a built-in “Safe Search”. This filter eliminates sites that contain pornography and explicit sexual content from search results. It is easily applied by clicking on the Preferences link on any Google page. Unfortunately it is also easily removed.

St. Joseph’s NS has filtering software. The access to websites from all school computers is monitored and regularly reviewed by the NCCA. Websites are only allowed through following a verification of their suitability.
Firewalls

 St. Joseph’s NS has installed firewall software.

COMPUTER ROOM   

St. Joseph’s NS has a designated Computer Room.

The computer room, No 22 has 30 laptops (approx.) for children’s use, one server, a co-server, a printer, scanner and data projector.

Children use the equipment under the supervision of teachers.  No child is allowed in the computer room without teacher supervision.

The comms cabinet and the networking equipment are located in room 21.

Below is a rough plan of the computer room.


            Computers                                                            Computers







                                                                                                          Computers



   Computers

                                                                                                       Store Room
Ratification of Policy

This policy will be reviewed by the Board of Management once in every school year/as required. 

This policy was reviewed by the Board of Management on ____19/09/2018___________________
Signed: __Marian Kavanagh                 Signed: __Máire Daltúin_____ 

Chairperson of Board of Management             Principal 

Date: ____17/09/2018______________________    Date: _____17/09/2018_____________________ 

Date of next review: 
Appendix 1

Terms and Conditions of Use of School Owned Assistive Technology

1. The laptop (or any other approved assistive technology/equipment) remains the property of (the ‘School’).

2. Should the designated pupil change school, including to post primary, the School will consult with the SENO with regard to the transfer of any approved assistive technology/equipment with the pupil where it is still appropriate for the pupil's assessed needs. The final decision regarding transfer will rest with the School Board of Management.

3. The laptop (or any other approved assistive technology/equipment) will be used solely by the designated pupil and will not be used by or transferred to a third party.

4. The parent will remind and teach their child to take due care of the laptop (or any other approved assistive technology/equipment) at all times when handling, transporting and using the laptop/equipment.

· It is not to be left unattended in a public place. 

· It is not to be left unattended in a classroom or other place in the school.

· All laptop leads must be unplugged from sockets and all accessories are to be stored safely and securely in the laptop case, with the laptop when work is complete.

· It is not be left in plain view in an unattended or unsecured vehicle but kept out of sight in the locked boot.

· It is not to be interfered with, tampered with or altered by a third party. 

5. The laptop will be used solely to assist with typing skills, completion of homework assignments and other school related activities. Only school approved software packages/applications may be used.

6. The laptop must be returned to the school in good working order on or before the last day of the school year or earlier if requested by the School.

7. The laptop is covered under school insurance, however, the parent must take reasonable care to avoid damage or loss. 

8. Use of the laptop and including all internet usage will be supervised by a parent and will be of an appropriate nature to minimise pupil’s exposure to inappropriate material. 

9. The School will make regular checks to update the laptops, ensuring that anti-virus software is kept up to date and also to check for inappropriate use. 

10. The laptop will be used lawfully and in accordance with the school's Acceptable Use Policy regarding the ethical use of technology, use of legal software, use of the Internet and the protection of personal data. The parent shall agree to review and adhere to the current School Acceptable Use Policy, specifically where this policy relates to the safe and appropriate use of approved IT equipment such as laptops.

11. The following is deemed by the School as being completely unacceptable and will result in the equipment being re-claimed:

· Accessing, transmitting or receiving obscene or pornographic material

· Engaging in cyber cheating or plagiarism (taking material created by others and presenting it as if it were one's own)

· Engaging in cyber bullying

· Downloading or loading software or applications that are not approved by the school

12. The laptop will be kept in good working order. All laptop faults, defects or malfunctions while in the care of the pupil are to be reported to the Principal or Class Teacher who will inform the teacher with responsibility for the servicing and upkeep of the laptop.

13. Any repairs necessary due to damage caused to the laptop while in the care of the pupil will be arranged by the school and paid for by the parent of the pupil.

14. The laptop will not be sold, assigned, transferred or otherwise disposed of.

15. Any laptop markings, tags or plates or engravings will not be removed, concealed or altered. The laptop must not be marked in any way that might reduce the value of the laptop. 

16. If the laptop is lost, stolen or damaged the parent will advise the Principal and the Gardaí as soon as possible orally and in writing including all relevant details, record of events etc.

17. Due to current software licensing arrangements covering home use, the laptop package cannot be used for any commercial purpose. 

18. If any of these terms or conditions are breached, the School Board of Management may at any time revoke this arrangement. 

Please note: The School's Acceptable Use Policy can be viewed on our school website www.iosef.ie

 Agreement for Signing by Pupil and Parent

Re: Home Use of School Owned Assistive Technology

Laptop Make and Serial Number: _________________________________________________

Value of laptop and software: ___________________________________________________

I confirm that I accept responsibility for taking into my possession a laptop which is the property of St. Joseph’s NS, Templerainey, Roll Number: 17181B after school on weeknights when my child requires it.

I confirm that I have read, fully understand and accept the Terms and Conditions attached to this agreement and other relevant policies as are determined by St. Joseph’s NS.
Name of Pupil: _______________________  Class: _______ 

Teacher: ___________________

Signature of Pupil: _____________________________________________

Name of Parent/Guardian (BLOCK CAPITALS): 
______________________________________ 

Signature of Parent/Guardian:  ______________________________  

Date:______________

Address: ____________________________________________________________________

Contact Numbers: 


Home: _____________________      Mobile: ________________________

Signature of Principal:  _______________________
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